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ABSTRACT

Solo and small-team operators commonly consolidate all knowledge-management work into a single tool
under a single sync policy. For operators handling named-human data (patients, clients, counterparties, sub-
jects), this consolidation forces a choice between cloud convenience and data sovereignty that is unneces-
sary. This paper describes the Two-Vault Pattern: two functionally identical knowledge repositories operated
under two different sync policies, separated by a single classification rule. The pattern preserves cross-de-
vice convenience for public-surface work while retaining local-only sovereignty for named-human data.
Implementation requires no custom engineering and can be deployed in under an hour in any modern note-

taking tool that supports folder-scoped vaults.

KEYWORDS two-vault pattern; knowledge management; data sovereignty; Obsidian; Logseq; Joplin; named-human data;
operator architecture; vault discipline; Pivotal Protocol.

THESIS

Run two vaults. Classification by named-human reference. Never cross. Under an hour to
deploy. Resilient to breach and policy drift.

1. THE CONSOLIDATION TRAP

O perators tend to pick one tool, one vault, one sync policy, and force everything through it.

The impulse is understandable. A single surface is easier to maintain, search, and reason about.

Switching costs between tools are real. Cross-linking is cleanest when everything lives in one graph.

The impulse also collapses two fundamentally different categories of data into one governance regime.
Marketing drafts and client records have different control-loss costs, different discoverability profiles, and dif-
ferent convenience needs.' Forcing them to share a sync policy means one of the two always loses: either

client data leaks to the cloud, or marketing work becomes inconveniently siloed to a single device.

The correct resolution is not to pick one policy. It is to operate two vaults.
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2. THE PATTERN, STATED BRIEFLY

THE PATTERN

Operate two vaults. One is local-only and holds every artifact referencing a named human the
operation serves. The other is cloud-syncable and holds every artifact about the operation
itself. The vaults never cross.

2.1 VAULT A: THE PRIVATE VAULT

Vault A is the local-only repository. Its contents are governed by the rule that data about a named human stays
local.” Typical contents: client intake records, clinical protocols, laboratory results, messaging history with
named parties, invoices that carry client names, supplier correspondence that references identified counterpar-
ties, and decision logs that reference any of the above. Vault A lives on the operator's primary machine and is
backed up to encrypted external storage on a documented schedule. It is never synced to a cloud service. It is

never opened on a borrowed or shared device.

2.2 VAULT B: THE PUBLIC VAULT

Vault B is the cloud-syncable repository. Its contents are governed by the rule that data about the operation's
public posture may go to cloud when convenience warrants.' Typical contents: marketing drafts, content calen-
dars, published research notes citing public studies, podcast scripts, supplier public catalogs, blog drafts,
speaker notes, and reference material that any competitor could legally obtain by other means. Vault B may be
synced via first-party provider sync (where available with end-to-end encryption), version-control repositories,

or generalist file-sync services, according to the operator's convenience preferences.

2.3 THE BOUNDARY

The boundary between the two vaults is the classification rule. If a note mentions a named human the opera-
tion serves, it belongs in Vault A. If it does not, it belongs in Vault B. The rule is binary by design. Ambiguous
notes default to Vault A, on the principle that a false positive costs only inconvenience while a false negative
costs sovereignty.

Ambiguous notes default to Vault A. A false positive costs
inconvenience. A false negative costs sovereignty.
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3. VAULT COMPARISON

DIMENSION

VAULT A: PRIVATE

VAULT B: PUBLIC

Contents

Storage

Syne

Access

Failure mode

Legal posture

Backup

Metadata leakage

Named-human records, clinical data, invoices,

messaging history, decision logs

Local disk only. Encrypted external backup on

documented schedule.

None. Device-bound.

Primary workstation only.

Inconvenience when away from workstation.

Acceptable.

Subpoena served on operator. Operator aware

and represented.

Nightly encrypted rsync to external drive.

Monthly verification.

None. Local filesystem only.

4. IMPLEMENTATION

Marketing, published research, content drafts,
speaker notes, reference material

Local disk plus cloud sync of operator's

choice.

First-party provider sync preferred. Any

commercial sync acceptable.
Any authenticated device.

Provider lockout. Loss tolerable because

contents are replaceable.

Subpoena may be served on provider.

Operator may not be notified.

Provider-native version history plus optional

local mirror.

File counts, sizes, timing, access patterns

visible to provider.

In any tool that supports folder-scoped vaults (Obsidian, Logseq, Joplin, and others), implementation is a mat-

ter of creating two distinct folder roots and pointing the application at the appropriate root as needed.’

1. Create two directories at stable paths. A conventional naming pair: ~/Second_Brain/ for Vault A
and ~/Public_Notes/ for Vault B.

2. Configure the tool's sync settings per vault. Vault A must not be placed in any cloud-synced parent

folder (iCloud Drive, Dropbox, Google Drive, OneDrive).

3. Configure encrypted backup for Vault A. A typical approach is a nightly rsync to an encrypted

external volume, verified monthly.

4. Configure cloud sync for Vault B according to operator preference.

5. Codify the classification rule in the operation's top-level governance document so future vendor

evaluations run through the same filter automatically.
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5S. OPERATOR FAILURE MODES

Three failure modes recur in field experience with the pattern. Each has a straightforward mitigation.

5.1 VAULT DRIFT

Over time, an operator may find a note in Vault B that should have gone to Vault A, or vice versa. This is not a
failure of the pattern. It is expected. Mitigation: a monthly boundary audit, in which the operator or a scripted
checker searches Vault B for proper-noun patterns that suggest named-human content, and relocates any
matches to Vault A. The reverse audit is less critical because a false positive in Vault A produces only

inconvenience.

5.2 SILENT RECLASSIFICATION

A note may begin its life as legitimate Vault B content (public research on a compound) and later acquire
named-human context (an annotation about which client it applies to). Without discipline, the note remains in
Vault B after reclassification. Mitigation: a habit of splitting the note the moment it acquires a named human,

moving the named-human portion to Vault A and leaving the public portion in Vault B with a pointer if needed.

5.3 TOOL CONSOLIDATION PRESSURE

After months of the pattern, operators often feel the pull to consolidate back into one vault for search and
graph convenience. This is the most dangerous moment. Mitigation: the classification rule is codified in the
operation's governance document for exactly this reason. Pulling Vault A into the cloud is a decision that must

pass the original sovereignty analysis, not a convenience-driven impulse.

The consolidation pull is the failure mode. The rule in the governance
document is the defense.

6. MIGRATION PLAYBOOK (FOR OPERATORS ALREADY ON
CONSOLIDATED CLOUD)

Five-step migration from a single cloud-synced vault to the Two-Vault Pattern. Target duration: 30 days. Zero

service interruption to active work.

1. Day 1. Classify. Run a one-pass audit of every note. Label each Vault A or Vault B. Do not move
yet.

2. Days 2-7. Stand up Vault A locally. Create the local directory, point the tool at it, verify backup
path.

PIvOoTAL3 Days 8-21. MigrateVault:A candidates. Move in batches. Test access on workstation. Neverforce’

migration; let it flow as notes are next touched.
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7. CONCLUSION

The Two-Vault Pattern resolves an unnecessary tension. Operators do not have to choose between cloud conve-
nience and data sovereignty; they can have both, provided they are willing to operate two vaults under two
policies separated by a single classification rule. Implementation is low-cost, the maintenance burden is mod-
est, and the resulting architecture is resilient to both breach and policy drift. Operators who adopt the pattern
stop re-litigating sync decisions for every new tool and instead evaluate every tool against the same stable fil-

ter: does it support the pattern, or does it force consolidation?

8. COMPANION RESOURCES

» Two-Vault Migration Playbook. Two-page PDF with the five-step migration checklist, target
times, and a sign-off block the operator fills on Day 30.

» Data Sovereignty in the Age of Cloud Convenience (Operator Notes No. 01). The conceptual

companion. Read first for the "why."

Both available at thepivotalprotocol.com/operator-notes.

9. GLOSSARY

Vault
A tool-specific folder root treated by the knowledge-management application as an independent unit of storage, search, and
linking.

Folder-scoped vault

A vault architecture in which the tool reads and writes plain files within a nominated directory, rather than a proprietary
database. Enables the Two-Vault Pattern at zero complexity.

Named-human reference

Any reference to an identifiable individual the operation serves. Triggers Vault A placement regardless of other content.

Vault drift

The gradual misplacement of notes relative to the classification rule. Caught and corrected by monthly boundary audit.

Silent reclassification

A note whose category changes post-creation (e.g., public research annotated with a client name) without the operator

relocating it.

Consolidation pressure

The operator's instinct, usually felt at 60 to 90 days into the pattern, to collapse the two vaults back into one for search

convenience. The codified classification rule in the governance document is the countermeasure.
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