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ABSTRACT

The cloud-versus-local debate is commonly framed as a security question. It is not. Security is one axis of
four. When a provider's security is assumed sufficient, four non-security exposures remain: legal discover-
ability, availability dependency, jurisdictional drift, and provider-policy risk. This paper argues that sensitiv-
ity-based partitioning (the default heuristic in most operator playbooks) is the wrong decision variable. The
correct variable is control-loss cost. A durable rule follows: data about a named human you serve stays lo-
cal; data about the business you market may move to cloud when convenience warrants. Applied consistent-
ly, this rule survives provider changes, legal shifts, and the emergence of new tools, and it eliminates the

need to re-litigate the decision for every vendor evaluation.

KEYWORDS data sovereignty; cloud security; HIPAA; CLOUD Act; Schrems II; data discoverability; operator

architecture; named-human data; control-loss cost; Pivotal Protocol.

THESIS

Security is one axis of four. Partition data by control-loss cost, not sensitivity. Named-human
data local, business data cloud. The rule survives everything.

1. THE FALSE BINARY

ost operators treat cloud adoption as a binary security question. Is the provider secure enough to trust?
M Read the SOC 2. Check the encryption. Verify zero-knowledge architecture. If the boxes tick, ship. If

not, stay local.

The framing is comforting because it is tractable. It is also incomplete. Security is the most visible axis be-
cause providers market against it. It is not the only axis on which control can be lost, and for operators han-
dling data about named humans (patients, clients, counterparties, research subjects), it is not the most conse-

quential one.'~

This paper proposes a sharper framing. Zero out the security question for the sake of argument. Grant the
provider a perfect security posture. Examine what exposures remain. Those residual exposures reveal the deci-

sion that actually matters.
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2. FOUR AXES OF CONTROL

Control over data has four independent axes. A provider can be strong on one and silent on three.

1. Security. Can an unauthorized party read, modify, or exfiltrate the data? Encryption at rest,

encryption in transit, key management, access controls.’

2. Discoverability. Who decides what is produced, to whom, and on what timeline, when a third party

demands the data?*>

3. Availability. What is the operator's dependency on the provider's continued operation, uptime, and

willingness to serve?

4. Control. Who can revoke access, change terms, or terminate the relationship, and under what

notice?

Security is the axis providers compete on because it is the one they can instrument and advertise. The other
three are structural properties of the provider relationship itself, largely independent of any particular

provider's engineering.

Secure storage is not private storage. Encryption does not protect
against a subpoena you never hear about.

3. RESIDUAL RISKS AFTER SECURITY IS EQUALIZED

Assume the provider's security is indistinguishable from local storage. No breach. No insider access. No key

compromise. Four exposures remain.

3.1 LEGAL DISCOVERABILITY

Secure storage is not private storage. When a regulator, litigant, or law-enforcement agency serves a subpoena
or warrant on a provider, the provider generally produces.*”° The operator may not be notified, may not see
the request, and may not have the opportunity to challenge it before production. Local storage forces the re-
questing party to serve the operator directly, which means the operator, the operator's counsel, and the opera-
tor's judgment are inserted into the process. That is not a security difference. It is a sovereignty difference, and

for operations in regulatory gray zones, it is decisive.

3.2 AVAILABILITY DEPENDENCY

A provider outage becomes an operator outage. Major cloud providers experience service disruptions annually,
sometimes at hours that coincide with high-leverage operational moments.” Local data does not depend on a
ihird pariy's Tuesday. The cosi 1s noi privacy. ii 1s operaiional independence ai precisely ihe momenis ieverage
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3.3 JURISDICTIONAL DRIFT

Data physically resides somewhere. Cross-border data flows are governed by frameworks that have been inval-
idated, restored, and reinvalidated multiple times in the last decade.®® Laws tighten. Interpretations narrow.
Categories reclassify. Data anchored to a provider's infrastructure is anchored to that jurisdiction's evolving le-

gal posture. Data on local storage moves with the operator.

3.4 PROVIDER-POLICY RISK

Acquisitions change terms. Terms of service evolve. Automated moderation flags accounts. Pricing shifts.
Products sunset.’” Each of these can lock the operator out of their own data overnight, and encryption offers no
protection against an account-level lockout. The archive of failed and pivoted services in the personal-data-
management space is long, and the lesson is consistent: provider continuity is not a property the operator

controls.

The correct variable is not sensitivity. It is control-loss cost.

4. THE PARTITION PRINCIPLE

The standard heuristic partitions data by sensitivity: high-sensitivity data stays local, low-sensitivity data goes

to cloud. The heuristic is intuitive and wrong.

Sensitivity measures the magnitude of a potential privacy loss. It does not measure the magnitude of a control
loss. A low-sensitivity document that the operator cannot retrieve when needed, or that is subpoenaed without
notice, or that is lost to a provider bankruptcy, produces real operational damage regardless of its privacy

classification.

The correct partition variable is control-loss cost: what does the operation lose if control over this data is lost?
For data about named humans served by the operation (patients, clients, subjects), control-loss cost is close to
catastrophic: relationship damage, regulatory exposure, practice viability. For data about the operation's public
posture (marketing, research on public studies, supplier public catalogs, published content), control-loss cost is

low and convenience benefits are real.

THE RULE

If the data is about a named human you serve, it stays local. If the data is about the business
you market, cloud is fine when convenience warrants it.
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4.1 DECISION TREE (OPERATOR QUICK CHECK)

Q1. DOES THE DATA REFERENCE A NAMED Q2. DOES LOSS OF CONTROL CREATE
HUMAN YOU SERVE? REGULATORY EXPOSURE?

Yes = Vault A (local). Yes = Vault A.

No = continue. No = continue.

Q3. WOULD A SUBPOENA SERVED ON A Q4. COULD A COMPETITOR LEGALLY
PROVIDER HARM YOU? OBTAIN THIS BY OTHER MEANS?

Yes = Vault A. Yes = Vault B (cloud OK).

No = continue. No = Vault A, default to sovereign.

4.2 WHY THE RULE IS PORTABLE
This formulation has three properties that make it durable across tools and time.
1. It does not depend on provider trust. The rule holds whether the provider's security is excellent,
average, or unknown, because it is not a security rule.

2. It does not depend on the tool. The rule applies identically to Obsidian, Notion, Google Drive,

Dropbox, and any future tool, because it classifies the data, not the vendor.

3. It does not depend on the current legal regime. Legal and regulatory frameworks shift. The rule
accommodates tightening without reclassification, because named-human data is already in the

most protective category.

S. OPERATIONAL IMPLICATIONS

The rule has concrete implications for how an operation should be architected.

5.1 TWO-VAULT PATTERN

Rather than choosing between cloud and local for a single knowledge base, operate two. A local-only vault
holds client records, clinical data, private correspondence, and decision logs that reference named humans. A
separately provisioned cloud-syncable vault holds marketing drafts, public research, content calendars, and ref-
erence material. The two vaults never cross. The partition is enforced structurally, not by memory. This pattern

is developed in full in a companion paper.''

5.2 CODIFICATION, NOT DISCIPLINE

A rule held only in memory decays. A rule written into system configuration persists. The correct place to codi-

fy the partition is the operation's top-level governance document. Once codified, every future vendor evalua-

tinn riing thranah tha cama filtar nuitamaticallyy and tha Aanaratar navar hag ta ra_arona tha fcaca
LIVILIL 1 U1 w1 Uusll IV odlllv 111wvva uub\llllutl\tull)’, “aliu uawv \JIJULuLUI 1IV YVl 1140 W xv*ulsuu uiv vaowv.
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5.3 METADATA AND TELEMETRY

Even end-to-end encrypted cloud services leak metadata: file counts, sizes, timing, access patterns.”'’ For the
business-marketing vault this is irrelevant. For any vault touching named-human data, metadata leakage rein-
forces the local-only default and rules out hybrid approaches that attempt to store encrypted named-human

data in the cloud.

5.4 RETRIEVAL AND CONTINUITY

Local-only does not mean single-copy. A disciplined local architecture includes encrypted external backups
and a documented restore path. The failure mode to avoid is confusing local-only with fragile. Local data
should be more resilient than cloud data, not less, because the operator controls the redundancy strategy

directly.

Local-only is not fragile. Local-only is sovereign-plus-redundant.

6. LIMITS AND COUNTER-ARGUMENTS

Three objections to the rule deserve honest treatment.

6.1 "BUT COLLABORATION REQUIRES CLOUD"

No. Collaboration requires shared access, which local-plus-VPN, local-plus-Tailscale, or local-plus-Syncthing
provides without cloud custody. If genuine cloud hosting is the only path for a specific collaboration, the data
in question almost always meets the "business-marketing" classification anyway. Edge cases push back to
Vault A by default.

6.2 "BUT | ALREADY USE CLOUD"

Migration is addressed in the companion paper on the Two-Vault Pattern.'' The short form: every file does not
have to migrate at once. Classify first, migrate the Vault-A candidates over 30 days, leave Vault-B content

where it lives.

6.3 "BUT THE CLOUD PROVIDER IS ENCRYPTED"

Provider-encrypted storage protects against provider insiders and opportunistic attackers. It does not protect
against subpoenas, terms-of-service changes, account lockouts, or jurisdictional shifts. The rule is not a securi-

ty rule. Encryption does not answer the sovereignty question.
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7. CONCLUSION

Cloud adoption decisions are usually framed as security decisions. This framing misleads. Security is one axis
among four, and even when security is zeroed out, four exposures remain: legal discoverability, availability de-
pendency, jurisdictional drift, and provider-policy risk. The correct decision variable is not sensitivity but con-
trol-loss cost, and the operational rule that follows is simple enough to write on a card: named-human data
stays local; business-marketing data may go to cloud when convenience warrants. Operators who codify this
rule once stop re-litigating the cloud question for every new tool, and they build an operation that is structural-

ly resilient to both breach and policy drift.

8. COMPANION RESOURCES

Two resources accompany this paper. Both are concise PDFs, brand-locked to the Pivotal Protocol letterhead,

freely usable under the same license as this paper.

e Cloud Exposure Audit Worksheet. A two-column worksheet the operator completes in roughly 20
minutes, classifying every active data source against the Vault A / Vault B partition. Output: a

signed audit document the operator retains.

e The Two-Vault Pattern (Operator Notes No. 02). The full architectural companion to this paper.

Implementation guidance under an hour.

Both available at thepivotalprotocol.com/operator-notes.

9. GLOSSARY

Control-loss cost

The operational damage incurred if the operator loses ability to retrieve, produce, modify, or protect a data asset. Distinct

from privacy-loss cost.

Named-human data

Any data referencing an identifiable individual the operation serves (patient, client, counterparty, subject). Compare with

business-marketing data.

Vault A

The local-only repository holding named-human data. Never synced to cloud. Backed up to encrypted external storage on a

documented schedule.

Vault B

The cloud-syncable repository holding business-marketing data. Sync mechanism chosen by operator convenience.

Jurisdictional drift
The risk ihat ihe 'wgdl regime governing daia b‘wlcd i a given jurisdiciion chianges afier the daia is siored ihere, exposing ihe
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